
IoT on the Edge and in the Cloud
Xin Shi & Ryan Sweet

xshi@microsoft.com & rysweet@micrososft.com

mailto:xshi@microsoft.com
mailto:rysweet@micrososft.com


© Microsoft Azure + AI Conference  Al l rights reserved.

Build IoT Solutions with Azure IoT Edge

▪ Azure IoT and Azure IoT Edge Overview

▪ Demo: Getting Started with Azure IoT Edge and Azure Functions

▪ Challenges around building with Azure IoT Edge

▪ Other Azure IoT Services

 Azure Time Series Insights

 Azure IoT Central

 Azure Sphere

 Azure RTOS

 Azure Security Center for IoT
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Azure RTOS

Azure Sphere

Azure IoT Device SDK

Azure IoT Edge

Data Box Edge

Windows IoT 

Azure Certified for IoT—Device 
Catalog

Azure Stream Analytics

Azure Storage 

Azure ML

Azure SQL

Azure Functions

Azure Cognitive Services

Azure IoT Central 

(SaaS)

Dynamics Connected 
Field Service 
(SaaS)



Microcontroller
Azure RTOS & 

Azure Sphere

Integrated Circuit designed 

to govern a specific 

operation in an embedded 

system

Highly-secured, connected 

MCU

Azure Sphere Linux OS for 

modern MCUs

Included Azure IoT Device 

SDK

IoT Devices
Azure IoT Device SDK

Endpoint devices such as 

appliances, vehicles, or 

factory machines that 

connect, interact and 

exchange data

1300+ devices, 300+ 

partners - all certified to 

work great with Azure IoT 

Services

Cross-platform and open 

source: Windows IoT, Linux, 

Android, iOS, RTOSs and 

more

Edge Devices
Azure IoT Edge

Devices that aggregate, 

process & provide gateway 

capabilities for IoT 

endpoints

Deploy and manage Azure 

Services in containers on any 

IoT device

AI, AzureML, Azure Stream 

Analytics and more

Cross-platform and open 

source: Windows IoT, Linux

Edge Appliances
Azure Stack Edge

Integrated appliances that 

provide a subset of cloud 

edge roles, such as ML-

inferencing

Azure Stack Edge: AI-

Enabled, Storage and 

compute Azure Edge 

appliance

Edge Stack
Azure Stack Hub

Scalable solutions that 

provide a full cloud stack, 

including IaaS and PaaS 

capabilities

Edge and Disconnected 

Scenarios

Regulatory Requirements

Cloud app model on-

premises

Hyperscale Cloud
Edge Regions

First-party cloud regions

Full Range Hyperscale Cloud 

Services

Tiered Service availability: 

Heroes > Hubs > Satellites

Open Source Based Services 

& Tools

Most specialization

Fewest services

Fewest form factors

Most services

Sensors + Control Sensors to Interactive Integrated Platform Global scale processing



IoT Hub



Azure IoT Edge

Azure IoT Hub

Azure IoT Edge Devices

Azure IoT Edge

• Open source, cross platform, container-based 

edge runtime

• Run Azure services & your own code on IoT 

class and larger devices – fully extensible

• Manage the devices and IoT Edge workloads 

centrally

• Supports offline operation

• Fully Visual Studio + Visual Studio Code 

developer support

• Azure DevOps + Jenkins CI/CD support 

• Over 80 Azure Certified for IoT, 3rd party 

IoT Edge devices



Azure Service Support for Azure IoT Edge

Custom

Vision

Language

Understanding

Key Phrase

Extraction

Sentiment

Analysis

Language

Detection

Custom

Speech

Custom

Voice

Azure 
Machine 
Learning

Azure 
Functions

Azure Stream 
Analytics

Cognitive 
Services

Azure 
SQL

Azure Blog 
Storage

Azure Event 
Grid



Things

IoT application pattern + edge intelligence

Insights Actions
Cloud 

Gateway

Insights Actions

Azure IoT Hub



Edge intelligence enabled with Azure IoT Edge

Azure 

IoT Hub

Custom

Code

(data 

transform)

Container Registry

Container
Video 

Camera

Custom 

Code

(action)

Container

Azure 

Cognitive 

Services

(insight)

Container

IoT Edge 

runtime

Workload 

description



Basic Azure IoT Edge functionality



Module Marketplace

https://aka.ms/iot-edge-marketplace-doc)

https://aka.ms/iot-edge-marketplace-doc


Azure IoT Edge certified devices

http://aka.ms/certfaq


© Microsoft Azure + AI Conference  Al l rights reserved.

Demo: Functions on Cloud and Edge

Azure 

IoT Hub

Azure 

Functions
Azure 

IoT Edge

TempSensor

TempSensor

TempSensor
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Demo: Functions on Cloud and Edge

Azure 

IoT Hub

Azure 

Functions
Azure 

IoT Edge

TempSensor

TempSensor

TempSensor

Azure Container Registry
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Demo: Functions on Cloud and Edge

Azure 

IoT Hub
Azure 

IoT Edge

TempSensor

TempSensor

TempSensor

Azure Container Registry
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Demo: Functions on Cloud and Edge
What we will do:

1. Create an IoT Hub

2. Deploy a simulated Sensor Device

3. Deploy a simulated IoT Edge Device

4. Build and deploy an Azure Function that processes sensor data in the Cloud

5. (re)Deploy our Azure Function to IoT Edge

6. View the processing happening on the Edge Device
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Setup your Development Environment

What you need:

▪ Free Azure Account

▪ Visual Studio Code  with 

 Azure IoT Tools Extension

 Azure Functions Extension

 Docker Extension

 Language support (C#, Java, C,
Node.js, Python)

▪ az cli with Azure IoT Extension

https://azure.microsoft.com/en-us/free/
https://code.visualstudio.com/download
https://marketplace.visualstudio.com/items?itemName=vsciot-vscode.azure-iot-tools
https://marketplace.visualstudio.com/items?itemName=ms-azuretools.vscode-azurefunctions
https://marketplace.visualstudio.com/items?itemName=ms-azuretools.vscode-docker
https://docs.microsoft.com/en-us/cli/azure/install-azure-cli?view=azure-cli-latest
https://github.com/Azure/azure-iot-cli-extension
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Getting Started: Create an IoT Hub and Connect IoT Edge

1. Create an IoT Hub

2. Register an IoT Edge 
device to your IoT hub

3. Install and start the IoT 
Edge runtime on your 
virtual device

4. Remotely deploy a 
module to an IoT Edge 
device
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Follow along with Azure Cloud Shell

Go To https://shell.azure.com

https://shell.azure.com/
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Demo - Creating and Connecting the Edge Device
# Create a Resource Group

az group create --name IoTEdgeResources --locationwestus2

# Start a Virtual Machine to host our IoT Edge

az vm image accept-terms–urn microsoft_iot_edge:iot_edge_vm_ubuntu:ubuntu_1604_edgeruntimeonly:latest 

az vm create --resource-group IoTEdgeResources --name EdgeVM\

–image microsoft_iot_edge:iot_edge_vm_ubuntu:ubuntu_1604_edgeruntimeonly:latest \

--admin-username azureuser --generate-ssh-keys

# Create an IoT Hub

az iot hub create --resource-group IoTEdgeResources --name myHubDevInterSection2019 --skuF1

# Create an Edge Device and Get its Connection String

az iot hub device-identity create --hub-name myHubDevInterSection2019 --device-id myEdgeDevice --edge-enabled

az iot hub device-identity show-connection-string --device-id myEdgeDevice --hub-name myHubDevInterSection2019
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Demo - Creating and Connecting the Edge Device
# Connect the Edge Device

az iot hub show-connection-string

az vm run-command invoke -g IoTEdgeResources -n EdgeVM --command-id RunShellScript \

--script "/etc/iotedge/configedge.sh '{device_connection_string}'"

▪ Connect Edge to Hub 
w/Connection string

▪ Deploy Sensor Container from 
Marketplace to Edge

▪ Route all/all -> View on Cloud
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Demo: Creating an Azure Function for IoT

1. In VS Code, Create a new Azure Function

1. (use command palette)

2. Add Code for your IoT Hub (EventHub)
Trigger

3. Get Connection String for IoT Hub 
EventHub

> az iot hub show-connection-string

4. Local Debugging (F5)!

5. Deploy Function to Azure Functions App

1. (use command palette)

6. View Messages in Azure Portal

https://github.com/Azure-Samples/azure-functions-edge-and-cloud
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Demo: Package and Run Function at the Edge

1. Add Code for your IoT Edge Hub 
Trigger (no connection string!)

1. (can also start new function 
w/edge trigger)

2. Set routes to Edge Function in 
deployment manifest

3. Build container and push to ACR

4. Deploy to IoT Edge from VS Code

5. View Docker logs of Edge Function

6. View Messages in Cloud with VS 
Code

https://github.com/Azure-Samples/azure-functions-edge-and-cloud
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Azure IoT Edge: Powerful Messaging and Control

What we saw:

▪ IoT Edge can act as a transparent gateway (proxy sensor data to cloud)

▪ The code you use on the cloud can be pushed to the Edge for local 
processing -> take action on the edge!

▪ When Edge connects to the cloud, after being offline, your messages 
can also still be routed to the cloud
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Challenges with IoT Edge Development

▪ Not all Azure Services look the same on the Edge as in the cloud

 IoT Hub Message Routing Differences (eg Azure Functions trigger)

 Deployment differences

▪ Figuring out how to size your IoT Edge device hw

 Highly dependent on your workload

 Subject to change with data size/rate

▪ Setting up round-trip CI/CD

 Deployment manifest for modules can become complex quickly

 Configuration can vary between test and production (virtual vs real devices, etc)
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References

▪ Docs links

 IoT Edge

 QuickStart

 VS Code IoT Edge Functions

 VS Code Cloud Functions

▪ Repos for the demo

 https://github.com/Azure-Samples/azure-functions-edge-and-cloud

https://docs.microsoft.com/en-us/azure/iot-edge/
https://docs.microsoft.com/en-us/azure/iot-edge/quickstart-linux
https://docs.microsoft.com/en-us/azure/iot-edge/tutorial-deploy-function
https://docs.microsoft.com/en-us/azure/azure-functions/functions-create-your-first-function-visual-studio
https://github.com/Azure-Samples/azure-functions-edge-and-cloud
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You can get started today:

▪ Build/Practice your skills in Azure using simulated devices

▪ When you are ready, you can get certified devices and deploy ready-
to-run modules from Azure Marketplace

▪ You can also build modules for the Marketplace (3rd party 
monetization coming 2020)
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Other Azure IoT Services



Azure Time Series Insights (TSI)



Azure Maps



Windows IoT 



Azure RTOS

Azure RTOS ThreadX 

Over 6.2 billion 
deployments, making it 

one of the most 
deployed RTOS in the 

world. 

Express Logic acquisition 

• Microsoft & Renesas combine forces to 

simplify the Device-to-Cloud experience 

• Integration of Azure RTOS ThreadX with 

the Renesas Flexible Software Package

• Seamless and easy out-of-box support 
for Azure RTOS



The need for solutions that enable rapid application 
development without cloud development skills





IoT Central

App templates are tools to help 
partners & solution builders 
kickstart IoT solution development

Use or sell to customers directly 
or through AppSource 

Your brand, your SaaS

App templates consist of:

• Sample operator dashboards

• Sample device templates

• Simulated devices

• Pre-configured rules and jobs

• Rich documentation including tutorials

• Brand templates using white labeling features 



IoT Central

• Digital distribution center

• In-store analytics

• Checkout, Condition 
monitoring

• Connected logistics

• Smart inventory management

Retail

• Continuous patient 
monitoring

Healthcare

• Water quality monitoring

• Water consumption 
monitoring

• Connected waste 
management

Government

• Smart meter analytics
• Solar power monitoring

Energy



IoT Central



IoT Central



IoT Central



IoT Central

Power BI PowerApps Web and Mobile



IoT Central

Device Capability 
Model

JSON-LD Schema

VS 

Code

Device      

Capability 

Model

IoT Plug and Play 

Device Software

Azure IoT Device SDK

Generated Device Agent

Azure IoT Device Catalog 

IoT Plug & Play Certified

Azure IoT Central

& Partner Solutions



The need for turnkey IoT security solutions

****



Protect all your IoT assets from threats



Azure Security Center for IoT



Azure Sphere 

Azure Sphere certified chips, from 
our silicon partners, with built-in 

Microsoft hardware root of trust

The Azure Sphere OS multi-layer, 
defense-in-depth operating system 
with robust application isolation

The Azure Sphere Security Service 
guards every Azure Sphere device. It 
brokers trust, detects emerging 

threats, and renews device security 
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Please use EventsXD to fill out a session evaluation.

Thank you!


